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The Internet

Sources : DeNardis (2009) and Harcourt et al. 
(2020)

• Technically:
• Network of networks

• Interoperability

• Packet-switching

• Ideally: distributed

• "Best-effort"

• Politically and socially:
• A public sphere

• A marketplace



What is 
"Fragmentation"?

• No communication whatsoever between 
two nodes of the network of networks

• Non-uniqueness of the DNS system

• Outages

• Technological silos and application-layer 
incompatibilities

• Alignment and censorship

• Filter bubbles

• ...

The term ‘splinternet’ designates a part of the Internet 
that would secede and become inaccessible to the other 
nodes, due to either technological or political reasons.



Inspired by: Mueller, 2017



Fragmentation

Technological 
factors

IPv6

Protocol 
competition (eg.

TLS 1.3 v. ETS)

BGP errors

Etc.

Political factors

Censorship

Data localisation

Russian Internet

Great Chinese 
Firewall

Etc.

Commercial 
factors

Technological 
silos

Net partiality

Browser 
incompatibilities

Etc.



Policy
Options

• No change in regulatory status quo

1. Status Quo

• Imposing standards that may diverge from standard IETF standards

• Imposing Schengen routing
• DNS filtering

• ...

2. Embracing Fragmentation

• Dropping data localisation requirements

• Imposing strict interoperability requirements
• Extend net neutrality requirements to a wider range of actors

• Use foreign policy tools to foster a united Internet
• ...

3. Fighting Fragmentation (At All Costs)

• Fragmentation is a limitation to the right to freedom of opinion and expression

• Accessibility and interoperability requirements are strengthened
• Restrictions on the export of certain types of data (i.a. personal data) are kept

• ...

4. Towards Fragmentation That Is "Necessary in a Democratic Society"?



Assessment 
of

Policy
Options

• Unlikely scenario

1. Status Quo

• May infringe on freedom of expression rights

• May restrict the importance of the EU as an online marketplace and global norm exporter

2. Embracing Fragmentation

• May collide with obligations under the WTO TBT Agreement

• May lead to some rights being less protected (i.a. privacy, data protection, intellectual property, 
consumer rights...)

3. Fighting Fragmentation (At All Costs)

• Provides a method

• Allows a balance to be found between conflicting interests

4. Towards Fragmentation That Is "Necessary in a Democratic Society"?



Conclusion: 
towards 
fragmentation 
that is 
"necessary in a 
democratic 
society"?

The fourth strategy considers Internet unity to be derived from certain 
fundamental rights such as the freedom to access information and 
asserts that any limitation to that right should be, in the words of the 
European Court of Human Rights (ECtHR), “necessary in a democratic 
society.”

Policy options may include:

• Data localisation requirements and restrictions on data transfers 
where necessary.

• Restrictions on certain technologies, such as the mining of crypto-
currencies, where necessary on grounds of environmental protection.

• Information society service providers may be subject to certain rules 
to ensure that their decisions do not fragment the Internet in a way 
that disproportionately affects fundamental rights.

• Improving accessibility and interoperability requirements to mitigate 
Internet consolidation, reinforce resilience and combat walled 
gardens.



Thank you for your 
attention.


