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 This experience-talk aims to

 Recap what it took to

set up P4 HW/SW

 Help you deploy with less

trouble

Introduction
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www.de-cix.net

 This experience-talk aims to

 Recap what it took to

set up P4 HW/SW

 Help you deploy with less

trouble

 This talk doesn‘t aim to

 Explain what P4 does and how it works

 Show off P4 perfomance evaluations

 Provide you with P4 code (please see: p4.org & github.com/p4lang)

 Bash the hardware vendor or P4 itself

Introduction
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 Data plane programmability

 Develop custom protocols / solutions

 DPI / DDoS scrubbing / ARP sponge / …

 You-name-it!

Motivation
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www.de-cix.net

 Data plane programmability

 Develop custom protocols / solutions

 DPI / DDoS scrubbing / ARP sponge …

 You-name-it!

 What do I need to get started?

…. Let‘s find out!

Motivation

Daniel Wagner – DE-CIX – RIPE85, Belgrade – 2022-10-28



6
www.de-cix.net

Timeline

2020 2021 2022

 February 2020: Purchase of P4 device(s)
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Timeline

2020 2021 2022

 February 2020: Purchase of P4 device(s)

 March 2020: Delivery of goods
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Timeline

2020 2021 2022

 February 2020: Purchase of P4 device(s)

 March 2020: Delivery of goods

 June 2020: Power-up & first hands-on
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Timeline

2020 2021 2022

 February 2020: Purchase of P4 device(s)

 March 2020: Delivery of goods

 June 2020: Power-up & first hands-on

 July 2020: Registration at vendor‘s help desk & first support ticket
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First Help Desk Ticket

Setup P4?

Documentation?
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First Help Desk Ticket

Script.py

BSP.zip

Knowledge base

Get BF-SDE 9.1.0

Setup P4?

Documentation?
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First Help Desk Ticket

No python3 in 

ONL

Script.py

BSP.zip

Knowledge base

Get BF-SDE 9.1.0

Setup P4?

Documentation?

Daniel Wagner – DE-CIX – RIPE85, Belgrade – 2022-10-28



14
www.de-cix.net

First Help Desk Ticket

No python3 in 

ONL Use Ubuntu

Script.py

BSP.zip

Knowledge-base

Get BF-SDE 9.1.0

Setup P4?

Documentation?
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Timeline

2020 2021 2022

 July 2020: Acquisition of BSP and installer scripts

 August 2020: Checking for OS compatiblity infos, none found

 September 2020: Successfully installed Ubuntu Server 18.10

Found errors in knowledge-base
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Timeline

2020 2021 2022

 July 2020: Acquisition of BSP and installer scripts

 August 2020: Checking for OS compatiblity infos, none found

 September 2020: Successfully installed Ubuntu Server 18.10

Found errors in knowledge-base

Successfully (?) installed BF-SDE 9.1.0
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Timeline

2020 2021 2022

 July 2020: Acquisition of BSP and installer scripts

 August 2020: Checking for OS compatiblity infos, none found

 September 2020: Successfully installed Ubuntu Server 18.10

Found errors in knowledge-base

Successfully (?) installed BF-SDE 9.1.0

 October 2020: Second support ticket 
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Second Help Desk Ticket

RDY status mismatch

in BF-SDE with

inserted transceivers
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Second Help Desk Ticket

Ports 1-16 always

RDY, due to

gearbox.

Install SAL.zip

RDY status mismatch

in BF-SDE with

inserted transceivers
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Second Help Desk Ticket

Other ports still 

remain DWN

Ports 1-16 always

RDY, due to

gearbox.

Install SAL.zip

RDY status mismatch

in BF-SDE with

inserted transceivers
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Second Help Desk Ticket

Other ports still 

remain DWN …. can I have

access?

Ports 1-16 always

RDY, due to

gearbox.

Install SAL.zip

RDY status mismatch

in BF-SDE with

inserted transceivers
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Timeline

2020 2021 2022

 November 2020: Switch access for help desk

Vendor enters M&A, help desk irresponsive, Jira offline

Ticket never closed / resolved
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Timeline

2020 2021 2022

 November 2020: Switch access for help desk

Vendor enters M&A, help desk irresponsive, Jira offline

Ticket never closed / resolved

 November 2020: Asking friends with same switch for help

→ Have the exact same issues
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Timeline

2020 2021 2022

 …the days passed
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Timeline

2020 2021 2022

 …the days passed

 March 2021: Light level metering → All ports are in RST 
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Timeline

2020 2021 2022

 …the days passed

 March 2021: Light level metering → All ports are in RST 

 March 2021: Bit level debugging of ports‘ registers
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Timeline

2020 2021 2022

 …the days passed

 March 2021: Light level metering → All ports are in RST 

 March 2021: Bit level debugging of ports‘ registers

 April 2021: Pushing bits in registers via SPI

Reading rst_n register for port 37: „0“

Writing „1“ to rst_n register for port 37

Reading rst_n register for port 37:

Daniel Wagner – DE-CIX – RIPE85, Belgrade – 2022-10-28



29
www.de-cix.net

Timeline

2020 2021 2022

 …the days passed

 March 2021: Light level metering → All ports are in RST 

 March 2021: Bit level debugging of ports‘ registers

 April 2021: Pushing bits in registers via SPI

Reading rst_n register for port 37: „0“

Writing „1“ to rst_n register for port 37

Reading rst_n register for port 37: „XXXXXXXX“
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Timeline

2020 2021 2022

 …the days passed

 July 2021: Help desk (new) comes to life
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Timeline

2020 2021 2022

 …the days passed

 July 2021: Help desk (new) comes to life

Third support ticket
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Third Help Desk Ticket

Your BSP puts all 

ports in RST. The 

switch is unusable.
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Third Help Desk Ticket

Let me check.

Your BSP puts all 

ports in RST. The 

switch is unusable.
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Third Help Desk Ticket

Have you seen

our new BSP 

version?

Let me check.

Your BSP puts all 

ports in RST. The 

switch is unusable.
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Third Help Desk Ticket
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module with invalid 

format.
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Third Help Desk Ticket

Ubuntu 

Server 18.10

OS?

BSP builds kernel

module with invalid 

format.

Have you seen

our OS version

compatibility list?

Daniel Wagner – DE-CIX – RIPE85, Belgrade – 2022-10-28



41
www.de-cix.net

Timeline

2020 2021 2022

 August 2021: Installation of Ubuntu Server 18.04 LTS, kernel 4.18
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Timeline

2020 2021 2022

 August 2021: Installation of Ubuntu Server 18.04 LTS, kernel 4.18

 Septmeber 2021: Port RDY status fixed (1-16 still weird)

Loops come UP/UP, link to server remains UP/DWN

Friends with same switch report on the same progress
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Timeline

2020 2021 2022

 August 2021: Installation of Ubuntu Server 18.04 LTS, kernel 4.18

 Septmeber 2021: Port RDY status fixed (1-16 still weird)

Loops come UP/UP, link to server remains UP/DWN

Friends with same switch report on the same progress

 October 2021: Fourth support ticket
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Fourth Help Desk Ticket
Links to server

stay UP/DWN.

Transceiver 

compatibility list?
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Fourth Help Desk Ticket
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transceiver

compatibility list?

Links to server
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Transceiver 
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Daniel Wagner – DE-CIX – RIPE85, Belgrade – 2022-10-28



47
www.de-cix.net

Fourth Help Desk Ticket

Have you seen our

transceiver

compatibility list?

Also play with

L1 paramaters
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Fourth Help Desk Ticket

Thank you!

Have you seen our

transceiver

compatibility list?

Also play with

L1 paramaters

Links to server

stay UP/DWN.

Transceiver 

compatibility list?
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Timeline

2020 2021 2022

 December 2021: Link to server UP/UP

Daniel Wagner – DE-CIX – RIPE85, Belgrade – 2022-10-28



51
www.de-cix.net

Timeline

2020 2021 2022

 December 2021: Link to server UP/UP

 February 2022: Learning / writing / debugging P4 code
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Timeline

2020 2021 2022

 December 2021: Link to server UP/UP

 February 2022: Learning / writing / debugging P4 code

 March 2022: Proof-of-Concept – simple ICMP ping 
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Summary

 Exertion of 2 years
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Summary

 Exertion of 2 years

 Software in use:

 OS: Ubuntu 18.04

 Kernel: 4.18.0-10-generic

 BSP: bf-reference-bsp-9.5.0

 BF-SDE: bf-sde-9.5.0

 SAL: none (allegedly solves port 1-16 issues)
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Summary

 Exertion of 2 years

 Software in use:

 OS: Ubuntu 18.04

 Kernel: 4.18.0-10-generic

 BSP: bf-reference-bsp-9.5.0

 BF-SDE: bf-sde-9.5.0

 SAL: none (allegedly solves port 1-16 issues)

 Documentation / fixes emerged as we struggled

 Might be better to invest in the Wedge Switches

2020

2022
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Summary

 Exertion of 2 years

 Software in use:

 OS: Ubuntu 18.04

 Kernel: 4.18.0-10-generic

 BSP: bf-reference-bsp-9.5.0

 BF-SDE: bf-sde-9.5.0

 SAL: none (allegedly solves port 1-16 issues)

 Documentation / fixes emerged as we struggled

 Might be better to invest in the Wedge Switches

Daniel Wagner – DE-CIX – RIPE85, Belgrade – 2022-10-28

SIGCOMM’22:
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Thank you for your attention!

Any questions?
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