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Distress
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The Concern 
• Due to the circumstances in a region, requests for registry 

updates (e.g. transfer requests) have questionable legitimacy
- Requests submitted under threat or false pretences

• Relevant to countries affected by political dispute, international 
conflicts or war
- Not only Ukraine
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Our Commitments 
• Provide support to local network operators

• Be neutral and transparent

• Comply with the RIPE policies

➡ Any mitigating measures must adhere to these commitments



Current Measures
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Due Diligence Procedure
• Due diligence checks to ensure validity or request

- Authority, registration documents, identity

• If doubts about a request
- Stricter checks - e.g. validity of all documents 
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Areas in Distress
• Based on third party sources



Athina Fragkouli | RIPE 85 | 26 October 2022 10

Areas in Distress
• Based on third party sources



Athina Fragkouli | RIPE 85 | 26 October 2022 11

Areas in Distress
• Based on third party sources



Athina Fragkouli | RIPE 85 | 26 October 2022 12

Areas in Distress
• Based on third party sources



Athina Fragkouli | RIPE 85 | 26 October 2022 13

Areas in Distress
• Based on third party sources

Other sources?



Possible 
Extra Measures
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1. Extra Disclaimer 
• Legal transactions under threat or deception can be nullified by 

court

• If a request looks good on paper —> accepted with an extra 
disclaimer:
- If nullified by court, the update will be reverted

• The extra disclaimer will follow any further transfer of the 
resources

- Receiving party will be informed and accept the consequences of a future 
nullification
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• All update requests from areas in distress will be rejected
- No risk of illegitimate updates

- Legitimate updates will also be blocked

- Impact on accuracy of the registry

16

2. Freeze all updates
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2. Freeze all updates

Unless based on RIPE policy, exposure to liability for the RIPE NCC
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3. Freeze Button
• Registration information locked for a specific period of time (e.g. 

six months)
- Sense of security for resource holders foreseeing a threatening situation

- Vulnerable to abuse

- Administrative challenges (who can push the button?)

- If companies merged, liquidated etc, button will not prevail

- Impact on accuracy of the registry
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4. Review of Request by Local Governments

• Verification of requests by governments for the duration of a 
conflict
- Minimise the risk of illegitimate transfers

- Undermine the self-governance model

- Requests evaluated with political criteria

- Opens the door for further involvement of governments seeking control of Internet 
operations

- Impact on accuracy of the registry 
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A Final Word

Registration Documents from 
Areas under Dispute
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Areas under Dispute
• Area claimed by multiple states 

or area self-proclaimed as 
independent state
- Different from “areas in distress”

• National registration papers 
from which country?
- Part of our public RIPE NCC procedural 

document
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?Questions
athina.fragkouli@ripe.net


